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Behind	
We	do	Pentests!
VoIP	/	Communications	/	Network	/	Infrastructure	/	Web
Application	/	WiFi	/	Software	products

Enable	Security	(GmbH)

https://www.enablesecurity.com/
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How	and	why	SIPVicious	was	published
Reactions	(cybercrime	and	security	hardening)
What's	next?
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pentest	on	a	PBX	product	for	a	software	vendor	2007
tools	back	then	were	mostly	proof	of	concept
no	online	password	cracker	(apart	from	THC	Hydra)



MAJOR	SECURITY	ISSUES
WITHIN	THE	PBX	ON	TEST
product	on	test	was	generating	extensions	starting	from
100	with	the	password	as	the	extension
not	an	isolated	case
guessing	the	user/pass	often	meant	free	long	distance



WHY	DO	THIS?



LET	ME	STATE	THE	REASONS
ease	of	setup
especially	with	hardphones
no	security	tools	to	demonstrate	how	bad	this	is



SIPVICIOUS	WAS	BORN
initial	code	was	just	to	demonstrate	to	client
eventually	shared	the	code	with	other	pentesters
got	to	a	level	where	it	was	useful	to	others



SVCRACK



SVWAR



""If	the	Request-URI	indicates	a	resource	at	this	proxy	that	doesIf	the	Request-URI	indicates	a	resource	at	this	proxy	that	does
not	exist,	the	proxy	MUST	return	a	404	(Not	Found)	response.not	exist,	the	proxy	MUST	return	a	404	(Not	Found)	response.""

-	rfc3261-	rfc3261



SVMAP
""All	UAs	MUST	support	the	OPTIONS	method.All	UAs	MUST	support	the	OPTIONS	method."	-	rfc3261"	-	rfc3261



THE	PUBLISHING!



published	29th	July	2007	and	had	instantpublished	29th	July	2007	and	had	instant
feedback	from	other	securityfeedback	from	other	security

researchers/pentesters	and	eventually,	VoIPresearchers/pentesters	and	eventually,	VoIP
communitycommunity

met	a	lot	of	friends	both	from	the	securitymet	a	lot	of	friends	both	from	the	security
and	also	the	VoIP	communityand	also	the	VoIP	community
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I	SEE	WEIRD	EMAILS























FEB	2010:	RIPE'S
POLLUTION	IN	1/8

on	2010-01-27	RIPE	started	announcing	1.1.1.0/24
Only	10	MBit	port
It	was	maxed	out	immediately















THAT	SDP	AND	RTP
RTP	(almost)	always	starts	with	an	0x80
If	an	INVITE	is	accepted	the	RTP	stream	is	sent	to	the	IP	in
the	SDP



THROUGHOUT	2011:
SALITY	PUSHED	SIP
SCANNING	TOOLS









DEC	2012:	TANDBERG
COMPROMISES
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SVCRASH







"Flooding	VoIP	providers	doesn't	do	anyone	good	(granted	that"Flooding	VoIP	providers	doesn't	do	anyone	good	(granted	that
the	attackers	want	free	phone	calls).	Therefore	the	timeoutthe	attackers	want	free	phone	calls).	Therefore	the	timeout

added	in	SIPVicious	version	0.2.5	is	actually	beneficial	for	bothadded	in	SIPVicious	version	0.2.5	is	actually	beneficial	for	both
the	victims	and	the	attackers."the	victims	and	the	attackers."



INDUSTRY	REACTION
alwaysauthreject	in	Asterisk	and	similar	solutions	on	by
default
somewhat	better	passwords
detection	and	blocking	using	fail2ban	and	similar
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Announced	February	2012Announced	February	2012





WHY	REWRITE	THE
WHOLE	THING?

Current	code	is	exclusively	UDP
Not	particularly	neat,	makes	adding	functionality	hard



FEB	2012	PYTHON	WITH
GEVENT

came	across	problems
python3	needed	a	fork	of	gevent
needed	third-party	library
global	interpreter	lock
only	svmap



OCT	2012	NODE	REWRITE





YET	ANOTHER	FAIL
again,	only	svmap
still	not	so	reliable
node	and	I	did	not	get	along	so	well



LESSON	LEARNT
rewrites	are	not	to	be	underestimatedrewrites	are	not	to	be	underestimated



SINCE	THEN,	I	HAVE
BEEN:

using	a	combination	of	these	tools
plus	SIP	softphones	(X-lite,	Zoiper	etc.)
a	custom	small	tools	to	automate	certain	aspects
telling	people	that,	the	rewrite	is	not	yet	done
a	number	of	new	security	tools	came	out	too	e.g.:

Bluebox-ng
Viproy
vsaudit



June	2015:	June	2015:	VoIP	attacks	are	on	the	rise,	particularly	in	theVoIP	attacks	are	on	the	rise,	particularly	in	the
UK,	according	to	new	research	by	NettitudeUK,	according	to	new	research	by	Nettitude

https://www.nettitude.co.uk/voip-attacks-are-on-the-rise-particularly-in-the-uk-according-to-new-research-by-nettitude/




FAST	FORWARD	TO	2016
VoIP/comms	pentests
noticing	an	increase	in	usage	of	TLS
SIP	enumeration	is	often	blocked
Some	vendors	check	the	user-agent
Passwords	are	still	likely	to	be	weak
Enumeration	may	still	be	possible
There	are	other	attacks	that	need	love	;-)



YET	ANOTHER	REWRITE
tcp	/	tls	/	ipv6	support
svwar	working	code
svcrack	on	the	way
written	in	GO



WHAT	ELSE	IS	NEW?
Templates:	which	allow	us	to	send	all	sorts	of	messages
INVITE	messages	are	handled	properly	(explain)
New	tool	called	svtest	for	individual	specific	tests

Can	do	in-dialog	messages	which	reach	behind	the
proxy
INVITE	flood
SIP	Digest	Leak



DEMO	OF	EDITING	OF	TEMPLATES



DEMO	OF	SIP	INVITE	FLOOD



DEMO	OF	SIP	DIGEST	LEAK
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NOT	YET	PUBLIC
i.e.	this	is	not	an	announcementi.e.	this	is	not	an	announcement



YOU	TOO	CAN	HELP!
hiring	my	company	for	your	security	testing	;-)
making	equipment	available	for	testing
feedback	and	ideas	welcome
testing	the	code	(once	available)
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sandro@enablesecurity.com

mailto:sandro@enablesecurity.com

